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The re levance of  complex dynamic systems (CDS) dependabi l i ty  forms a
s ign i f icant  increase in the complex i ty  of  systems,  which leads to an
increas ing number,  s ign i f icance and consequences of  the rea l i za t ion of  the
r isks.  The interd isc ip l inar i ty  of  the problem takes p lace because of  the
inf luence on the CDS dependabi l i ty  and safety of  a  person,  soc iety and the
environment .  I t  determines the search for  new ways,  methods and means
of  r isk mi t igat ion to improve the system's dependabi l i ty  consider ing the
cogni t ive aspects of  d ig i ta l i za t ion.  Despi te  the s ign i f icant  resources in
ensur ing safety ,  the negat ive consequences of  human-made d isasters are
growing.
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A PROBLEM

THE FIRST  METHOD  to  s tudy CDS is  the pr inc ip les of  the theory of  CDS
viab i l i ty .

THE SECOND METHOD  is  severa l  s tandards ISO 9000,  ISO 45001,  ISO
31000,  and IEC 60300.

THE THIRD METHOD  is  Scot t  A.  Snook’s “pract ica l  dr i f t ”  theory.

THE FOURTH METHOD  is  an adapted method of  systems ana lys is  based on
Ish ikawa d iagrams.

RESEARCH METHODS

RESULT 1.  IDENTIFICATION OF DOMINANT FACTORS INFLUENCING THE CDS RELIABILITY AND
SAFETY IN EXTREME CONDITIONS

Moni tor ing and forecast ing the CDS
funct ion ing need to deve lop
interd isc ip l inary too ls  for  predict ive
ana ly t ics .  These inc lude a structura l -
funct iona l  approach to model l ing the
complex system behav iour and state .
We proposed 3D v isua l isat ion of
informat ion f lows in the parametr ic
space of  dynamic events .  Th is
technology makes i t  poss ib le to study
and model  CDS funct ion ing in rea l  t ime,
inc lud ing the person’s psycho-
phys io log ica l  ab i l i t ies .  The methodology
of  human factors engineer ing and the
development of  a  s t ructura l - funct iona l
approach to model l ing make i t  poss ib le
to foresee the problems of  CDS
physica l ,  funct iona l  and informat ion
safety ,  which reduces the r isks of
cogni t ive d is tor t ions.
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THE GOAL  IS TO EXPLORE THE HUMAN FACTOR INFLUENCE ON THE COMPLEX DYNAMIC SYSTEM DEPENDABILITY
UNDER EXTREME CONDITIONS; TO DEVELOP MEANS FOR ESTIMATING AND DECLINING THE HUMAN FACTOR
INFLUENCE.

Analys is  of  s tandards ISO 9000,  ISO 45001,  ISO 31000,  and IEC 60300 and stat is t ics of  the resul ts  of  the i r
pract ica l  appl icat ion showed that  the safety and re l iab i l i ty  of  CDS depend on standards,  ru les,  a lgor i thms and
programs only theoret ica l ly .  In  rea l i ty ,  the neuroergonomic,  psychophysio log ica l  and psychologica l  aspects of
human percept ion of  in format ion p lay a s ign i f icant  ro le .  An adapted vers ion of  the Ish ikawa d iagram demonstrates
th is  s ta tement .  

RESULT 2.  CDS
COGNITIVE MODEL

Funct iona l  asymmetry of  the
cerebra l  hemispheres leads to
la tent  cogni t ive problems,  which
are genet ica l ly  inher i ted or
acquired dur ing learn ing and
act iv i ty .  They mani fest  in  the
di f f icu l t  condi t ions of  funct ion ing
and cause the mani festat ion of  the
“human factor”  phenomenon.  As a
resul t ,  there is  a  v io la t ion of  the
interact ion “human – human” and
“human – hardware,  sof tware,
env i ronment”  in  CDS. A cogni t ive
model  of  CDS ref lects th is
( t ransformed SHEL model) .

RESULT 4.  THE STRATEGIES OF RISK MANAGEMENT AND IMPROVING CDS RELIABILITY

Strategy 1.  D is t r ibut ion of  random and systemat ic  threats and r isks.  An e l iminat ion of  system threats by us ing
standards and creat ing v iab le systems based on human factors .
Strategy 2.  In terd isc ip l inary v iew on the “human factor”  problem. In th is  case,  in terd isc ip l inar i ty  means the
intersect ion of  such areas in the CDS study as personal  capabi l i t ies ,  soc ia l  cap i ta l ,  e tc .  Th is  approach g ives
reducing the human factor  impact .
Strategy 3.  Tra in ing of  future CDS developers.  A t rans i t ion to convergent  learn ing and understanding the
features of  human-machine interact ion.

RESULT 3.  COGNITIVE GRAPHICS OF THE CDS ELEMENTS FUNCTIONING


